UNCLASSIFIED

" Senate Committee on Intelligence

Additional Prehearing Questions
) for
David James Glawe
Upon his selection to be
The Under Secretary for Intelligence and Analysis,
" Department of Homeland Security

Role and Responsibilities of the Under Secretary for Ix.ntelligence and Analysis

QUESTION 1. The mission of the Department of Homeland Seclmty’s (DHS) Office of
Intelligence & Analysis (I&A) was established by the Homeland Security Act of 2002,

which mandated I&A’s responsibility for critical infrastructure analysis. The mission was
further defined by the Intelligence Reform and Terrorism Prevention Act of 2004 (IRTPA)
and the Implementing Recommendations of the 9/11 Commission Act of 2007. What is your

‘understanding of the history and purpose, as established by Congress, of the office of the

Under Secretary for I&A in DHS?

As I understand it, the DHS Office of Intelhgence and Analys1s (I&A) was designed to address
key intelligence failures identified after September 11, 2001, by creating an office responsible
for the mtegratlon, analys15, and sharing of all-source information and intelligence for and in
support of the missions of the newly established DHS, and all other federal, state, local, private
sector and other partners with homeland security-related responsibilities related to the prevention
of and response to terrorist attacks against the United States.

The Homeland Security Act of 2002 (HSA) established the Office of Information Analysis, the
predecessor to I&A within the Department’s Directorate for Information Analysis and
Infrastructure Protection, to improve the coordination, sharing, and analysis of this mformatlon
and mtelhgence to provide DHS a seat at the table of the US Intelligence Community (IC) and a
voice in determining the nation’s intelligence collection priorities; to facilitate, leverage, and
exploit the intelligence—related information already being collected by DHS through its
constituent elements and operational components; and facilitate greater access to and cross-
mission coordination of information collected by federal, state, and local intelligence, law
enforcement, and other agencies.

In subsequent years, Congress enacted changes to the HSA that afforded I&A greater
intelligence access, including to raw information, and analytical capabilities: (1) to meet a
broader range of threats to the United States; (2) to provide intelligence analysis to all of the
other directorates in the Department, to state and local government, and to law enforcement; and
(3) for the purpose of preventing terrorist attacks, enhancing border security, protecting critical
infrastructure, enhancing emergency preparedness and response, and better informing the
Departmerit’s research and development activities. -

The Implementing Recommendations of the 9/11 Commzsswn Act of 2007 (9/11 Act) also
included key changes to I&A’s mission aimed at improving information sharing among federal,
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state, local,-and tribal authorities. In the 9/11 Act, Congress sought to improve the organization

and mission structure. for DHS-wide intelligence by codifying the role and expanded authorities
of the Under Secretary for Intelligence and Analysis as the Chief Intelligence Officer (CINT) of
the Department, and that of the DHS Intelligence Components, as constituent elements of the
DHS Intelligence Enterprise (IE) led by the CINT. Congress granted the Under Secretary for
Intelligence and Analysis new responsibilities as CINT in order to drive a common intelligence

" mission at the Department. As the head of the DHS IE, the DHS CINT exercises leadership and
- . authority over the formulation and 1mplementatlon of intelligence policy and programs

throughout the Department, and provides strategic oversight of and support to the intelligence-
related missions and goals of the DHS IE.

QUESTION 2, .In addition to statutes, I&A’s strategy_ was further refined by
Departmental and IC strategies and guidance, including Vision 2025, the Quadrennial
Homeland Security Review, and the Department’s Bottom-Up Revrew What do you

.understand I&A’s current mission to be?

I&A’s mission statement is “to equip the Homeland Security Enterpnse w1th the mtelhgence and
information it needs to keep the homeland safe, secure, and resilient.” I believe this mission
statement accurately reflects the evolution of I&A’s role and responsrblhtles, to include various
forms of DHS and IC strateglc guldance -

QUESTION 3.In your opinion, doos I&A have a focused and well-deﬁned mnssron
consrstent with the purpose Congress originally intended?

I share the Comrmttee’s past concerns that I&A has hlstoncally struggled to establish a clear

mission and consistent pnontles However, as indicated in my response to Question Two, 1
believe I&A has a defined mission. If confirmed, [ intend to continue ini that direction and focus
on helping I&A better implement its broad statutory authorities, ‘better identify its customers, and
better serve those customers needs.

QUESTION 4. What should I&'A’s mission be in the future?

If confirmed, I intend to focus my efforts on ensuring I&A provides timely, useful, and
operationally-relevant intelligence to its customers, specifically DHS Components within DHS,
state and local law enforcement partners, and the private sector. In addition, I&A should devote
more attention to its role of intégrating the Components’ unique intelligence and operational
capabilities with the IC, state and local law enforcement, and private sector partners.

QUESTION 5. I&A has been crificized in the past for producing intelligerice products that -
are duplicative of finished intelligence from other IC entities. In addition, in 2014, I&A was
found by some measures to be producing about one finished intelhgence product per
analyst a level that is far belew average throughout the IC.

. A. How should I&A’s role be. drstmct from the analytic role played by other
~members of the IC, such as the Federal Bureau of Inv&sﬁgatlon (FBI) or the
" National Counterterrorism Center (NCTC)?
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I&A’s legislated mandate to share information with the Homeland Partners sets it
apart from the other domestic Intelligence entities. Unlike FBI, which is charged
with the domestic law enforcement mission for terrorism and counterintelligence, and
NCTC which is limited to Foreign-based or inspired Terrorism issues, I&A provides
intelligence information for all domestic threats to meet the needs of DHS operational
components, state, local, tribal, and territorial and private sector partners, and the IC.
I&A should strive to provide its partners and customers with timely, useful, and -
operationally-relevant mtelhgence and information at the lowest classification level
possible.

What does I&A add that is missing from other IC production?

I believe I&A adds value to IC production in two ways. The first is by ut111z1ng
DHS’ vast data holdings, as well as intelligence and information from DHS -
Components and state, local, tribal, territorial and private sector partners, in -
finished intelligence. 1&A also adds value by developing products tailored to

. meet the needs of its uniqie customer sets, and releasing them at the lowest

possible classification level. If confirmed, I would work to ensure I&A’s’
analytic efforts add value to IC production, rather than duplicating it.

. How will you measure and define the success of I&A analytlc produetxon? Is

I&A currently meeting those standards?

| In my view, successful analytic production results in sustained increases in the quahty

and quantity of intelligence.collection, reporting; and intelligence analysis that gives
homeland security stakeholders— state, local, tribal, tetritorial, and private sector
partners; the Department; and the IC—insights they need to make evidence-based
pohcy, operational, and resource decisions about their highest priority intelligence
requirements and questions. I&A’s analytic production must reflect Department
priorities, address homeland-focuséd threat streams, and be operationally-relevant to
its intended audience. If confirmed, I plan to review whether I&A’s analytic
productlon meets these standards. I commit to keeping the Committee informed of -
my findings including any necessary improvements.

. Wlucll is more important: the quantity or the qualxty/'unpact of the reporting?

Why?

Both quantity and quality of raw reporting are critically important. It is my
understanding that I&A sets achievable targets for analytic production that drive

“production for some I&A customer sets. In achlevmg those targets, quahty is of

paramount concern. If confirmed, I will continue to seck opportumtles to improve
both the quantity and quality of I&A’s production and services across the entirety of
the intelligence cycle to ensure I&A is delivering txmely, useful, and operationally-
relevant mtelhgence and analysis across all four ma_]or Departmental threat streams.
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.QUESTION 6. Does I&A’s work reduce the risk of a terronst attack" If so, please explain

how.

I need to conduct an assessment to better understand the metrics I&A has used to evaluate if
its work has reduced the risk of a terrorist attack. I&A was established in large part to
facilitate greater intelligence and information sharing with state, local, tribal, territorial, and
private sector partners. [&A has provided those entities information to help identify threats
and vulnerabilities but the feedback from the current and former local law enforcement and

- IC executives has been mixed.

Ido believe the unique intelligence and information I&A can produce could be of great
value. Especially regarding travel, border, maritime and aviation security to help protect the
homeland and reduce the risk of a terrorist attack. I&A’s work to better understand border
security threats such as transnational criminal organizations and networks that smuggle
aliens and contraband into the homeland, as well as weaknesses in foreign immigration,
travel, and border security policies, helps push US borders out and inform actions taken to
reduce vulnerabilities that could be exploited by dangerous people across the spectrum—

from criminals to terronsts—effectlvely mitigating those threats before they reach our soxl

.1&A also works across the Department to provide threat mformatlon and analysis to support

DHS risk mitigation programs including FEMA’s State Homeland Security Grant Program
and Urban Area Security Initiative; various integrated Threat Risk Assessment processes for
counterterrorism Chemical, Biological, Radiological, and Nuclear programs, and other risk-
based analysis programs. In addition, I&A’s analysis of terrorist trends, radicalization
efforts, and direct mterface with our state and local and private sectorpartners is unique in
the IC

QUESTION 7. The Inspectors General of the IC, DHS, and the Department of Justice
(DOJ) released a joint repert in March 2017 entitled, “Review of Domestic Sharing of
Counterterrorism Information,” in response to a 2014 SSCI-led request. The report found
that both DHS and FBI personnel expressed “concerns about overlaps in their CT Missions

-and activities.” What unique role should I&A be performmg, if any, with regard to

countering violent exiremisin in the United States?

Violent extremism, whether inspired by foreign terrorist groups or rooted in a range of domestic-
based radical ideologies, poses a persistent and unpredictable threat to our homeland. Countering
violent extremism has become a key focus of DHS’s work to secure the homeland. The
Department created the Office for Community Partnership (OCP) dedicated to the mission of
countering violent extremism by partnering with those at-risk communities to spur societal .
change.

As a former local law enforcément oﬁ‘icer, I have seen the value of working with and directly
engaging at-risk communities. A key condition for success in this approach is that government
entities must be accepted by the community as legitimate interlocutors. As a result, it is
important to carefully evaluate the role of intelligence and law enforcement personnel. It is my
understanding that I&A provides some analytical support to the work of OCP and broader USG
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' efforts to counter violent extremism. If confirmed, Iplan to review the level of support 1&A

provides to these efforts, and would be happy to report back the results of that review.

QUESTION 8. This same March 2017 report found that the “DHS Intelligence Enterprise
is not as-effective and valuable to the IC as it could be. For example, there is still a'lack of
unity among I&A and other DHS component intelligence programs, which also affects
mtelhgence reporting.”

A. As the Chief Initelligence Officer (CINT) of DHS, will you need more authontles to
help unify DHS intelligence efforts?

In my view, Congress and the Secretary have, through statute and standmg delegatlons,
already provided the CINT with the baseline authorities necessary to drive a common '
intelligence mission across DHS. For example, the CINT is empowered to formulate and
implement intelligence policy and programs throughout the Department and to exercise
strategic oversight of and support to the intelligence-related missions and goals of the
DHS Intelhgence Components and their individual component intelligence programs that
comprise the DHS Intelhgence Enterprise.

Having said that, I can 1magme a situation where the need for additional or enhanced
authorities would become apparent. For example, should the DHS portion of National
Intelligence Program funding anid the Department’s overall footprint within the IC further
evolve and mature, the functional authorities of the Under Secretary in DHS-wide :
intelligence-related planning, programming, and budgeting may prove inadequate. If -
confirmed, and if necessary, I commit to working with my leadership and Congress, as
appropriate, to address any changes or additions that may be needed.

B. Are there other legal authontles that I&A does not possess but that you believe lt
should possess to farther its mission? X

At this time, I believe I&A possesses the right mix of statutory and delegated authorities
to perform the functions Congress intended. However, if confirmed, and if necessary, I
commit to working with my leadership and Congress, as appropnate to address any
changes or additions that may be needed.

QUESTION 9. Are there legal authontles that I&A possessea that it does not need or

should not have? ¢

The Under Secretary for Intelligence and Analysis' authorities appear approprlate If confirmed, 1

would assess these authorities for adjustment, and, as necessary and appropriate, work with my
leadership and Congress to correct any problems.

QUESTION 10. What unique role should I&A play in supporting the efforts of DHS
entities to combat trade-based money laundering, illegal bulk cash transfers, exploitation of

‘money service businesses, and other illicit money flows that support the drug trade and -

other security challenges?
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1&A's role should be to synchronize the operational intelligence work of the’ Components to
ensure collection and analysis on these topics supports the needs of DHS operators in an
mtegrated and efﬁcrent manner. :

QUESTION 11, One of the responsrbrlmes you have with the CINT role is to exercise
leadership and authority over intelligence policy throughout the department. This means -
you have a role in other DHS operational components such' as Customs and Border
Protection (CBP), Immigration and Customs Enforcement (ICE), Transportation Security
Administration (TSA), Coast Guard, and Secret Semce, all of which have mtelhgence
functions.

A

Does the Under Secretary for I&A have the authority fo integrate intelligence
actmtnes and analysis effectively from these various components? :

As stated in my response to Question Nine, I believe the Under Secretary for intelligence

and Analysis' authorities appear appropriate given the breadth of the DHS Intelligence
Mission. If confirmed;, I would assess these authorities for adjustment, and, as necessary
and appropriate, work with my leadership and Congress to correct any problems.

. From a budget standpomt, the intelligence functions of these components are

outside of I&A’s budget control. Should the Under Secretary for I&A have
authorrty over therr budgets?

Based on my experience as the formei' Chief Intelligence Officer of a DHS Component
and my prior-capacity as the Actmg Under Secretary for Intelligence and Analysis, I
believe there is value in empowering the Under Secretary for Intelligence ‘and Analysis
‘with additional budget-related authorities for certain DHS Component intelligence

" functions. Such authorities could enhance the DHS Chief Intelligence Officer’s ability to :

coordinate and execute the DHS-wide intelligence mission and ensure an integrated DHS
Intelligence Enterprise business model. It could also be used as a tool to prevent

" duplication of effort and help identify and eliminate waste. However, any such change in

authorities must be studied carefully and executed properly to be successful. If
confirmed, I plan to review the statutory and delegated authorities for the Under .
Secretary of Intelligence and Analysis for adjustment, and, as necessary and appropriate,
work with my leadershrp and Congress to address any changes or addltlons that may be
needed.

What is your assessment of efforts to date to’ rmprove mtegratlon between I&A and
the other components? _

There has been much progress but there is still work to do. I believe the ultrmate goal in

improving integration between I&A and the DHS Components is to better integrate the -
intelligence activities across DHS. If confirmed, I plan to focus both on better leveraging

_the Under Secretary’s strategic oversight authorities over deparlmental intelligence
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activities and improving the DHS Intemgence Enterpnse s ability to organize itself to
provide the right kind of mtelhgence support whether it is strategic, operatlonal or
tactical support. .

In my prior capacity as Chief Intelligence Officer for a DHS Component and my tenure
as the Acting Under Secretary for Intelligence and Analysis, I identified two important
tools that I believe can be leveraged to achieve this goal. The first is the Homeland
Security Intelligence Council (HSIC). During my time at DHS, I have watched the HSIC
_mature to the point that it has been able to begin addressing some basic DHS intelligence

" integration challenges. For example, the HSIC is currently working within the DHS '
Intelligence Enterprise to address staffing shortfalls at key intersections of the
Departments intelligence and operational missions: the Southern Borders and Approaches
Campaign JTFs, the National Targeting Center, the Human Smuggling Cell and the
Human Smuggling and Trafficking Center. If confirmed, I plan to focus the HSIC’s
attention on coordmatmg operationally-relevant intelligence support at these critical -
mission centers, ensuring our customers get the mtelhgence support they need, where
they need it. -

In addition to the HSIC, I believe the Intelligence Mission Manager/Functional Manager
construct can also be a valuable tool for coordinating DHS-wide intelligence efforts.
DHS has started to implement this concept by using Intelligence Mission Mangers to help
coordinate intelligence efforts within their topical domains across multiple intelligence
functions. For example, they developed the FY17 Strategic Analytic Guidance which in

-turn was the basis for the FY 2017 DHS Intelligence Enterpnse s Program of Analysis.
The Intelligence Mission Managers were also the major contributors to the development
of the DHS QHSR Threat Estimate. They are at various stages of completing
departmental strategies that focus coordination efforts in their domains. However, as I
understand the current concept, the Mission Manager role at DHS is only a collateral
responsibility. If confirmed, I plan to review the current Intelligence Mission Managers
concept as it exists at DHS and find ways to improve it.

"QUESTION 12. If confirmed, how will you evaluate whether your tenure as Under

Secretary for I&A has been a success?

In my view, my temire at I&A will be successful if we are able to position I&A to provide or

. facilitate customer access to timely, actionable, and operationally-relevant intelligence that -

allows those customers to re-adjust resources and achieve operational outcomes related to key
homeland security objectives. I will also assess whether I&A is providing the kind of timely-
strateglc intelligence products that allow its customers to adJust to the asymmetric, fluid and
emerging threats facing the homeland. ' _

QUESTION 13. Have you discussed with the Secretary of Homeland Security his specific -
expectations of you, if confirmed as Under Secretary for I&A, and Ius expectations. of I&A
as a whole? If yes, please describe those expectations.
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Secretary Kelly communicated clearly to me his expectations for I&A.. He expects I&ZAto
provide timely, useful and operationally-relevant intelligence to the DHS enterptise, the IC, state
and local law enforcement partners and the private sector. He also directed me to, if confirmed,
act through the role of the CINT to dévelop a DHS Intelligence Enterprise approach to DHS’
representation within US Embassy country teams

QUESTION 14. Have you dlscussed with the Director of Natlonal Intelligence his

expectations of the rélationship between I&A and the Office of the Director of National
Intelligence and other elements of the IC? Ifyes, please describe those expectations.

In preparation for the confirmation process, I met with DNI Coats. He expressed his interest in
the continued mtegratlon of the DHS Intelligence Enterprise with the IC and the aggressive
pursuit of efforts to increase the sharing of DHS data with the-IC. We also discussed in general
terms the need to take a closer look at the threat posed by Transnational Organized Crime and
how to better equip operators on the front lines with the intelligence and information they need to

" confront the threat before it reaches the border. We also discussed the need for I&A to continue-

strengthening relationships with state and local law enforcement and to expand outreach to
private sector partners, especially on-cybersecurity and critical infrastructure.

Priorities and Performiance

QUESTION 15, What do you belleve are the most cntleal analytxc prmntxos f0r I&A

© today?

The most critical analytic. priority for I&A is to identify areas where DHS is best positioned to
add value to the overall body of analysis. I believe that is centered on leveraging the unique
data collected held by the Department. 1&A should leverage that data to produce timely,

- useful, and operationally-relevant products focused on trade, travel, border and aviation -

security, and the functlonal threats associated with those threat vectors.

1&A's intelligence analysis priorities will continue to evolve based on new intelligence and
customer requirements of the Secretary, DHS operatlonal components, and state, local,
tribal, territorial, and private sector customers in the field. As those priorities evolve, I&A
must remain focused on contmumg to leverage unique DHS data fused with IC reporting to
perform analysis those m1ss1on areas most closely assoclated thh protectmg the
Homeland . .

- QUESTION 16. I&A has many customers competmg for analytle capacity. Who are I&A’s

top five customers?

1&A has one of the broadest ctistomer bases in the IC, ranging from the Secretary, to DHS and
USG policymakers and operators, thousands of state local and private sector officials, and

foreign partners - each of whom have different information classification requirements and
limitations. I believe I&A’s customer base falls into the following five categories: policy makers,
federal entities, state and local governments, tribal and territorial leadership, and critical '

:* infrastructure asset owners and operators All of them are important, and 1&A must oontmue A
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meeting their needs by producing a broad range of products at different classification levels. If
confirmed, and consistent with the direction provided to me by the Secretary, I intend to focus

I&A’s analytic capacity on areas where we are positioned to add value or that are underserved by
other parts of the IC, rather than. duphcatmg work done elsewhere.

Workforce .

QUESTION 17. Morale within the office of the Under Secretary for I&A has been
congistently low. :

A If eonﬁrmed, what is your plan to address this issue?

‘Based on my experience, morale is often linked closely to an employee’s ablhty to )

clearly understand the mission, to 1dent1fy how their role supports the mission, and to be
given the resources and discretion to do their job. It is my understanding that there are a
number of morale improvement initiatives already in place at I&A, as well as additional
factors for consideration that I believe will improve morale and employee engagement.

If conﬁrmed, my.first action on this front will be to ensure the agency’s mission is
communicated clearly and consistently to the workforce. I will hold I&A managers,
especially at middle management level, accountable for establishing daily, briefs on their
activities, messaging campaigns that help communicate the value of the work they
produce, and establish a battle thythm with all their employees that clearly articulates the .
mission and operational requirements of I&A’s customers. In addition, I&A managers
will be expected to provide daily feedback and transparency on the mission and
intelligence products they produce. To foster better uriderstanding of customer needs and
help employees develop a closer, deeper connection to our critical homeland security
mission, I also intend to create opportunities for the workforce to engage more regularly -
and directly with their customers through field deployments and rotational assignments. [
also intend to continue efforts already in progress at I&A to eqmp employees with the
tools and resources they need to do their jobs, mcludmg improving IT service support to
employees, enabling analysts to access data and data sets more quickly, and standardizing
* and codifying processes that impact employees on a daily basis. _

B. Why will this strategy work whe_re others have failed?
I am confident that employee morale will improve as employees better understand their
mission, develop a deeper connection to that mission, and receive the support they need

to accomplish that mission.

QUESTION 18. Do you have a human capltal strategy to recruit and retain the “best and
briglitest” to I&A?

In order to position I&A for success, it is imperative &A’s Human Capitel Office retain skilled
and experienced HR professionals familiar with the unique mix of hiring authorities at I&A’s
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disposal as a result of its position within DHS and within the IC. With those professxonals in
place, I&A will be best posmoned to successfully execute its overall human capital strategy.

While I am not an HR professxonal I believe there are certain common elements in successful
human capxtal strategies at federal agencies. First, it is important to define the organization’s
mission in a way that appeals to those looking to begin or continue a career government service.
I believe I&A’s stated mission meets that threshold. So to be successful, I&A must also be able:
to commumcate and market that mission in a clear and effective way. .

To recruit applicants at the entry level, I&A must work to increase its presence at entry-level
hiring opportunities. And to recruit experienced applicants looking to further develop their
career, I&A should find ways to increase visibility of open opportunities and streamline the
applicatlon and hiring process for qualified applicants already in the IC, DHS, other federal or
state agencies, and the private sector. The 1&A workforce should also represent the diversity of
the communities we serve, so I&A must develop new and creative ways to target demographics
that are under-represented in the workforce.

Concerning retention, I&A must ensure its employees receive the experience, training, and - ‘
advancement opportunities they need to develop into Homeland Intelligence Professionals. To

~ me, this means improving the on-boarding program to help new employees acclimate to the

culture of I&A and DHS. ]t also means developing distinct career paths with associated
roadmaps that identify each development stage, training opportunities, and rotational
assignments along the way. It also means fully leveraging all available workforce awards and
recognition programs which emphasize not only long-term contributions to the mission, but: on-
the-spot recognition of time-sensitive and situationally-specific employee contributions.

Itismy understandmg that I&A s Human Capital Office is working to develop a strateglc
recruitment plan that precisely targets the sources of talent to meet our current and emerging

Jmission sets. If confirmed, I look forward to rev1ewmg that plan and ensuring it helps I&A build

a workforce capable of executing I&A’s mission and fulfilling the pnontles communicated to us

by DHS and IC leadership.

QUESTION 19. Are there any reforms you plan to take to improve the skill set and
expenence profile of the I&A workforce?

I am proud to have been nominated to lead the I&A workforce, whlch I believe is made up of '
dedicated, hard-working and skilled Homeland Intelligence Professionals responsible for both -
executing-and supporting the intelligence cycle at I&A. If confirmed, I intend to build on this
sohd foundation and bring a greater operatlonal focus to the mission I&A perfornis.

To that end, I&A must provide its employees with the requisite professional development
opportunities to advance this mission. If confirmed, I plan to leverage additional training
opportunities as'a way to build and sustain a skilled and professional workforce capable of
responding to both current and emergent threat vectors and by expanding and enhancmg
professional development. Elements of a successful training program must include a mix of in-
residence, on-line and web-enabled, and hybrid courses, seminars, and workshops sourced from

10
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within the department, IC, and Law Enforcement Community to advance students’ knowledge,
skills, and abilities which, in turn, expand and enhance I&A’s intelligence capacities.

QUESTION 20. A significant portion of I&A'’s budget has been used for contractor -

support. What are the appropriate roles for contractor staff within I&A and what, in your

’ Vlew, is the appropriate eontractor—to-employee ratio?

Itis my understandmg that I&A, in response to the Committeé’s direction and to better support
execution of its mission, has significantly reduced its reliance on contractor support for
intelligence and support functions over the last several years. At the same time, contractors

- bring valuable experience, and enable I&A to access skills in specific technical or fast-evolving

areas like cyber and data analytics for mission areas that cannot be fully staffed by federal
employees due to the market rate for those skills, high turnover, or high training costs.
Contractors also provide flexibility to respond to surge requirements. If confirmed, I will work

" to ensure I&A maintains a contractor-to-employee ratio that allows it to achieve its mlssmn

objectives as defined by DHS leadership, the DNI, and the President.

QUESTION 21. Do you believe that contractor staff lhould serve as mtelhgence analysts?
If yes, under what conditions? .

In general, all-source intelligence analysis sﬂouid be performed by federal employees, and

- it is my understanding that is generally the case at I&A. However, there are cases where

contract intelligence analysts can provide the flexibility needed to quickly bring to bear
specific skills, competencies, or subject matter expertise that may not already reside in the

- . federal workforce. For example, I believe it would be appropriate to consider contract

support to fulfill unanticipated requirements for immediate analytic support to meet critical
mission objectives, particularly where that need could not be fulfilled through ordinary
workforce planning processes and hiring efforts. This kind of flexibility may be

- particularly useful at I&A, which continues to grow and mature capabilities and expertise

of its analytic workforce in a dynamic mission environment.

It is my impression that contractors are being phased out of core analytic functions, but that -
a limited number will remain as tradecraft mentors to continue to support the development
of our more junior analysts and in watchlisting and watchstanding roles, and in situations
that require a short-term surge in personnel. I think this is the right approach, and if
confirmed, I will continue workmg to ensure I&A ach1eves the appropriate mix of federal

-employees and contractors in its analytic workforce.

. QUESTION 22. I&A now enjoys direct hiring authonty How has this new authonty

aﬁ'eeted I&A’s ability to recruit and retain personnel?

It is my understanding that I&A’s direct hire authority has benefited the organization’s ablhty to
aggressively recruit and hire individuals, and that I&A’s fill rate has' increased from 80 percent to
over 97 percent over the last three years. If confirmed, I will work to ensure direct hire authority
is strategically leveraged to target applicants with hlghly technical and sought-after skllls and
bring them on quickly to support critical I&A missions.
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